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OVERVIEW

This Cyber Gover Model for ICS environments is based on RGICS s i nt . best practices
and the results of the USA National Institute for Standards and Technology cyber security framework, SCADA
reports and the project chartered under the auspices of the USA Ciritical infrastructure Industry Data Exchange
(CIDX). It aligns with the Critical infrastructure Sector Cyber Security Strategy and the Guidance for Addressing
Cyber Security in the Chemical Industry.

The CDX Cyber Security Initiative was consolidated into the Critical infrastructure Sector Cyber Security
Program wunder the USA Critical infrastructure I nform
infrastructure Sector Cyber Security Program gratefuly acknowledges CIDX for its vast contributions to

enhance sector cyber security.

The Cyber Governance Guide presented uses elements of the ISO/IEC 27001, Information security
management; Specification with guidance for use, which is a management system fa information security. It
also incorporates elements of ISO/IEC 27002, Information Technology Code of Practice for information
security management as well as the concepts of the ISA99 / IEC 62443 standard.

Information contained in this document is necessary general in nature and is not to be considered a standard
or directive that readers are obligated to follow. Instead, readers must independently determine what

constitutes appropriate cyber security practice relative to their own needs and circumstances. Readers may
need to adopt practices different from those discussed in this document, or employ practices that are not

discussed herein, based on their factual situations, the practicality and effectiveness of particular actions and
economic and technological feasibility. In making this determination, readers should consider information such

as references noted in the document as well as other information that may be relevant. Readers should
consult with legal counsel to ascertain their actions comply with relevant NATIONALand local law.

INTELLECTUAL PROPERTY RIGHTS

This document is the result of intensive research by the Cyber Research Center & Industrial Control Systems
(CRGICS) and the Institute For Enterprise Architecture Developments combined with international best
practices and standards in implementing Cyber Security inIndustrial Control Systems / Critical Infrastructures.

CRCICS intended not to use any copyrighted material for this publication or, if not possible, to indicate the

copyright or source of the respective object. CRGICS has thoroughly checked all the references however could

not trace out in all situations the original copyright owner; however it is never ou r intention to infringe
anyoneds copyrights. Al | Trade Mar ks, Service Mar ks ar
this document are the property of their respective organizations. The copyright for any material created by the

CRCICSis reserved.

CRCICS shall retain ownership of all inventions, whether or not patentable, original works of authorship

(whether written or visual), developments, improvements or trade secrets developed by or licensed to CRCGICS

or developed by third parties on CRGI CS6s behal f, either prior to or out
but not limited to methodologies, analysis, frameworks, leading practices, specifications, materials and tools
(OCGRCS I ndependent Materi al sd6) orsmady usel the CREES Inddpendeati n .
Materials provided to Organizations by CRGICS only in furtherance of this IPR statement or with CREl CS & s
prior written consent. 0l PR6 means intellectual prop
copyrights, database rights, trade secrets and all rights of an equivalent nature anywhere in the world.

If you have received this document by mistake, note that the reading, the reproduction or the distribution of
this document is strictly forbidden. You are hereby requested to inform us and to return this document by
emalil at info@crc-ics.net

Cyber Research Cente® Industrial Control Systems

The Netherlands.
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INDUSTRIAL CONTROL SYSTEMS T CYBER GOVERNANCE GUIDE

Cyber
Resistance

Cyber
Resilience

The Industrial Control Systems d Cyber Governance Guideconsists of 3 important interrelated domains of
actions which together will give your organisation the best position to deal with current and futher cyber

threats. Be aware that every organisation will be compromised this year and so beprepared to deal with such a
situation.

The following is a brief summary of the 24 key elements of the CRGICSCyber Governance Guide

CYBER AWARENESS

1.

Awareness of Cyber Threats at Enterprise & ICSperations Level it is important to establish that the
company is aware of and that it understands the importance of its operations in relation to information
technology (IT) and cyber related technology risks. This extends toproduction and control systems, value
chain operations, joint ventures, third parties, outsourcing partners, as well as Enterprise related IT
activities.

Risk ldentification, Classification and Assessment states that by identifying, prioritizing and analyzing
potential (cyber) security threats, vulnerabilities and consequences using accepted methodologies,
company efforts can protect the organization and its ability to perform its mission.

Risk Analysis, Reviewd Physical & Cyber Protection & Resilience Plan: Based on the risks identification,
classification and assessment a cybeiprotection / resistance plan as well as a cyber resilience plan need to
be developed in line with law and regulations, embrassed an supported by top management.

Risk Management and Implementation addresses developing and implementing physical & cyber security
measures that are commensurate with risks. The security measures may take into account inherently safer
approaches to process design, engineering and administrative, manual and procedural, controls and
prevention and mitigation measures. The importance of the risk mitigation is to convert all the risk
management plans into actions and have a program plan in place to monitor effectiveness.

Security by DesigniCSSecurity Reference Architectureaddresses the principles, concepts and structures as
referenceforasecure | CS environment for sites [/ ©plants.

CRCICS.net
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Security by Design: Industrial Control Systems (IC§ Security Policy addresses senior leadership
commitment to continuous improvement through published policies. Providing policies to employees and
reviewing them regularly to ensure they remain appropriate is generally beneficial.

Security by Design:Cyber Technical agility & Adoption, due to continous changes in technologies as well
the continous change of cyber threats, organisations must be prepared for that and be technical agile as
well be prepared to quickly react and adopt measures and controls to mitigate the risk of new cyber
threats. Known vulnerabilities in technology and software must be quickly addressed.

Consciously Secure Design of Production Facilities & Technology. Creating a risk-conscious and security

aware culture within an organizat i on can provide more protection to
infrastructure and associated data assets than any technology or information -security-related control that

currently exists. Adversaries and the threats they pose to information are more advanced and daunting

than ever and show no sign of becoming less concerning in the future. To effectively address this issue,
information risk management and security functions must create and cultivate cultures within their
organizations that embrace information risk management and security as a business benefit rather than

another hurdle on the path to success.

CYBER RESISTANCE

9.

10.

11.

12.

Organizational & Personnel Security addresses establishing an organization, structure or network with
responsibility for overall security recognizing there are physical as well as cyber components to be
addressed. Organizational security requires that accountability be established to provide direction and
oversight to a companyds cyber s e cecoversngt.onlyGatdbatralsos e c ur |
systems (hardware and software) that generate or store this information and includes elements of physical
security as well. Production and control systems specialists, value chain partners, third party contractors,
joint venture partners, outsourcing partners and physical security specialists can be considered by the
organization as part of the overall security structure, and hence included in the scope of responsibility.
Personnel Security more specific addresses security responsibilities at the recruitment phase, discussing
the inclusion of these responsibilities in all contracts and individual monitoring during employment.
Recruits can be screened as part of the process, especially for sensitive jobs. Companies may consider
having all employees and third party users of information processing facilities sign a confidentiality or
nondisclosure agreement.

Physical and Environmental Security addresses protecting tangible or physical assets (e.g., locations,
buildings, computers, networks, production processes equipment, etc.) from damage, loss, unauthorized
access or misuse. Critical information or assets can be better safeguarded by placing them in a secure
areas, protected by security perimeter and entry controls (security zones & conduits). These physical
security controls work in conjunction with cyber security measures to protect information.

Information and Network / Communication Security addresses protecting and securing Information and
Network / Communication Security assets / equipment from from damage, loss, unauthorized access or
misuse. Critical information or assets can be better safeguarded by placing them in a secure information
technology areas, protected by security perimeter and access controls (secuity zones & conduits).

Identity Access Management addresses account administration, authorization and authentication. Account
admi ni stration addresses the <creation of rules to
controlled. There are rules that are enforced administratively and those that are enforced automatically
through the use of technology. Both kinds of rules are generally addressed as part of the overall access
control strategy. Authorization addresses the need for businesses to establish and employ a set of
authentication practices commensurate with the risk of granting unauthorized users, hosts, applications,
services and resources access to critical system resources. Authentication describes the process of
positively identifying network users, hosts, applications, services and resources for some sort of
computerized transaction using a combination of identification factors or credentials. Authentication is the
prerequisite to allowing access to resources in a system.

CRGICS.net
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13.

14.

15.

16.

Communications, Operations and Change Management addresses processes and procedures being
developed and followed to sustain the security of computer systems and information processing facilities.
Clearly articulating the operational security aspects can enhance theseoverall management practices and
procedures. The need to address security is very strong in theproduction and control systems that are
used to operate our facilities because security lapses have the potential to result in safety, health, or
environmental issues

Information and Document Management addresses processes associated with the classification of all data
and the safeguarding of information and document management associated with a cyber security
management system. Document management is generdly a part of the company records retention and
document management system.

System Development and Maintenance addresses security being built into the information system and
sustained through normal maintenance tasks

Staff Training and Security Awaeness states that management commitment is critical to providing a stable

computing environment for both information and production and control systems. Effective cyber security
training and security awareness programs provide each employee with the information necessary to
identify, review and remediate control exposures, and helps ensure their own work practices are utilizing
effective controls.

CVYBER RESILIENCE

17.

18.

20.

Compliance addresses scheduling and conducting audits, and compliance with legal, regulabry and
security requirements. It describes compani es?®d peri
processes to affirm those programs and processes are in place and working and corrective actions are

taken as appropriate. In appropriate circumstances, assessments also apply to the programs and processes

of other companies with whom the company conducts business such as critical infrastructure suppliers,

logistics service providers, joint ventures or customers. To help avoid breaches of any criminal ad civil law,

statutory, regulatory or contractual obligations, and security requirements, a validation or audit for
compliance may be necessary. To help ensure the security and safe operation of its assets, a validation or

audit for compliance to corporat e security policies and practices may be necessary.

Intrusion Detection & Protection Management: Intrusion detection and prevention systems (IDPS) are
primarily focused on identifying possible incidents, logging information about them, and reporting
attempts. In addition, organizations use IDPSes for other purposes, such as identifying problems with
security policies, documenting existing threats and deterring individuals from violating security policies.
IDPSes have become a necessary addition to the scurity infrastructure of nearly every organization. An
intrusion detection system (IDS) is a device or software application that monitors network or system
activities for malicious activities or policy violations and produces electronic reports to a manag ement
station. IDS come in a variety of "flavors" and approach the goal of detecting suspicious traffic in different
ways. There are network based (NIDS) and host based (HIDS) intrusion detection systems. NIDS is a
network security system focusing on the attacks that come from the inside of the network (authorized
users). Some systems may attempt to stop an intrusion attempt but this is neither required nor expected of
a monitoring system. 19.  Security Information Event Management / Monitoring & Data Analyt ics is a
term for software products and services combining security information management (SIM) and security
event management (SEM). SIEM technology provides reatime analysis of security alerts generated by
network hardware and applications. SIEM is soll as software, appliances or managed services, and are also
used to log security data and generate reports for compliance purposes.

Incident Planning and Response addresses the need to be vigilant in efforts to deter and detect any cyber

security incident. If an incident occurs, the company needs to promptly respond and involve management

and government agencies as appropriate. After investigating the incident, the company may consider

i ncorporating key | earningéeaandngdé apgdrwpthabéeheshb
government agencies and implement corrective actions.

CRGICS.net
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21.

22.

23.

24.

Disaster Recovery Planning (DRP) [Data, Networks, Systems & Production Facilities] is the preparation for
and recovery from a disaster, whether natural or cyber made. The key role of a DRP is defining how to re
establish operations (data, networks, systems and production) at the location where the organization is
usually located.

Business Continuity Plan addresses providing a course of action torespond to the consequences of
disasters, security failures and loss of service to a business. Contingency plans can be developed,
implemented and tested to help ensure that business processes can be restored in a timely fashion.

Maintaining and Implem enting Improvements states that it is important to maintain and implement
improvements of the CGG Since practices for addressing security are evolving, it is anticipated that
company security programs and measures will evolve, reflecting new knowledge and technology.
Companies®d continual tracking, measuring and i mprovi
processes, information and information systems more secure.

Situational AwarnessThe under standing of t hgandaylgerastrengtha, tadsaisraidds o wn
weaknesses; as well as likely adversary tactics, targets and capabilities. In this regard it is important that

CISOs ensure that organisations have the capability to continually absorb and assess new information, and

refresh this understanding. This is a critical overlap with Cyber resistance and underlines the importance of
situational awareness to cyber security as a whole.

CRCICS.net
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INTRODUCTION

Purpose and Scope of thisCyber Governance Guide(CGQ

The purpose of this document is to provide general information and guidance to assist companies
participating in the critical infrastructure sector value chain in implementing cyber security management
system and controls. It is suggested that cyber security activities be integratedi nt o a company?6s
program. Therefore, this document describes activities relating to cyber security only, with the expectation that
can be integrated into a company©®s
on how to implement the practices and controls in a manner that addresses both information systems and
production and control systems within companies. The document does not describe a one size fits all
approach. The document is meant to stimulate thinking and pr ovide resources that a company can use as it
determines its approach to implementing corporate security management practices throughout its information
systems and production and controls systems. Companies should look holistically at their security programs to
ensure that cyber security activities are included.

these activities

The scope of this document covers traditional IT assets as well as industrial and control systems and is
applicable to critical infrastructure sectors value chain components. The intended audiencesfor this guidance

are IT security professionals in critical infrastructures or related sectors, industry and control systems engineers,
designers, security professionals, CIOs and company executives responsible for the overall company security

and viability.

Anticipated Benefits

The mission of the Critical Infrastructure Cyber Governance Guideis cyber security risk management and
reduction to help provide open, secure information, industrial and control systems that help protect employees
This section describes potential benefits of

and communities and facilitate business operations.

implementation of the guidance provided in this document.

Companies receive the greatest amount of benefit when a holistic, management system approach is
implemented. This Guidance does not necessitate new standalone programs, but rather describes
opportunities for reliance upon and adaptation to other management frameworks. The fundamental objective
is to use familiar management frameworks to enhance cyber security. Through anintegrated approach, indirect
benefits can be anticipated. The Critical Infrastructure domains contains unique characteristics of industrial and
control systems and information systems. Those two characteristics combined with the value chain create a

potential physical security impact.

The Structure for the Different Cyber Key Elements

Each section consistently follows this structure for the cyber security key elements:

# Introduction describes the topic along with citing the reference documents used.

# Statement of Management Practice

# Applicability to Cyber Security in the Critical Infrastructure Sector
relevant terms for the critical infrastructure sector focusing on app licability to traditional IT assets,
production and control systems and critical infrastructure sector value chain components.

# General Baseline Practices outline common options for critical infrastructure sector companies to
consider for benchmarking and enhancing cyber security practices. Further or alternative practices may

be required

based on

building blocks of the key elements.
# How Critical infrastructure Companies Are Approach ing [the topic]
baseline practices and describes some of the innovative approaches critical infrastructure sector
companies are using to further enhance cyber security.
# Resources Usedlists sources for additional information as well as documents referenced are

included.
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1. AWARENESS OF CYBER THREATS AT ENTERPRISE / ICS-Cl OPERATIONS LEVEL

This section describes practical guidance on how to establish
the importance of cyber security in operations as covered in

ISO/IEC 27001. Sections0.2 and 4.2. This section of the ﬁus.y Awarh
document correlates to the Leadership Commitment Ee e EEe L
management practice and the Information and Cyber Security N e S
management practice of the American Chemistry Council /S ‘-;;‘;::3’;’? culden;fi_ﬁcat;i%\
(ACC) Responsible Care® Security Code of Management — “%ichi™ posessment— |
Practices. It also correlates to the Policy and Leadership Adaption Cyber Shhiaon
section of the Responsible Care Management System® S W Awareness Risk;‘a,ysis’
(RCMS®). (s secory Pryscal & Cyber,
\“ =k
1.1 STATEMENT ORMMANAGEMENTPRACTICE ; Plan

Policy Security bj.rDesfgn: Risk Man.agement
ICS Cyber Security - Physical &

Establish that the company is aware of and understands the Reference  Cyber Measures
importance of their business(es) in relation to information &“hmm” &?'5/

technology (IT) and IT risks. This extends toproduction and
control systems, value chain operations, joint ventures, third
parties, outsourcing partners, as well as business related IT activities.

1.2 APPLICABILITY TE®YBERSECURITY INCRITICAUNFRASTRUCTURBECTORS

There are risks associated with traditional information, IT assets, industrial and control systems, business
partners, joint ventures, outsourcing partners. Risks are also associated with a host of other business
arrangements that are increasingly prevalent in the critical infrastructure sectors.

Risks for traditional IT assets focus on the confidentiality, integrity and availability of information.

Risks in industrial and control systems are different as the drivers focus more on safety and operational

reliability in addition to the traditional protection of information confidentiality, integrity and availability. Risks

using outsourcing, third party contractors, or other partners in the critical infrastructure sector value chain

include sensitive information transmitted, stored, or processed. The integration of these business partners into

a company®6s operati ams ngcetndn toinalll yacmrersmi timt o the compa

It is critical to establish and understand the value proposition related to the company IT resources and
investment. Establishing aCyber Govemance Guide (CGQ requires an understanding of the roles that IT plays

in the business of a company. Key in theCGGi s t he need to define the compal
benefits of a CGGthat identifies potential cyber security risks, consequences and controls and establishes a

process to implement, operate, monitor, review, maintain and improve cyber security.

1.3 GENERAIBASELINEPRACTICES

Examples of general baseline practices that critical infrastructure companies use to establish the importance of
information security in business include:

# Identifying and documenting the business objectives, critical business processes and critical IT
processes, including production and control systems and interfaces with value chain partners where
sensitive information is transferred, stored or processed.

# Identifying dependence of the business on IT systems, categorizing the business dependence low,
medium, high, or an alternate ranking system.

# Identifying various damage scenarios by the loss of confidentiality, integrity or availability of
information, including the manipulation of production and control systems and the consequences of
such actions for those businesses, which use these systems, including safety and operational integrity
and reliability for drivers of production and control systems, capturing risks associated withvalue chain
and other third party business partners. These risks often include the loss or alteration of sensitive
information. An example is the interception of information associated with critical infrastructure

CRGICS.net
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shipments, including types of critical infrastructures, quantities, shipping routes, mode of

transportation, etc.
# Developing business impact analyses for information system security
Developing business impact analyses forproduction and control system security
# Developing business impact analysesfor value chain or other third party business partner

o Establishing a risk tolerance profile for the organization defined in terms of:

Safety of personnel (serious injury or fatality)
Financial loss or impact including provisions in Sarbanes Oxley
Environmental/regulatory consequence
Damage to company image
Impact to investment community
Loss of customer base or confidence
Impact on infrastructure
Note the risk tolerance varies depending on the
threshol d of pain. The ©6risk toleranced may be very
and must be addressed immediately) when it comes to safety in plant production, or may be very high
(e.g., in terms of production loss) if the company has multiple production sites of a commaodity critical
infrastructure. The financial impact for one business may not be appropriate for other businesses.
However, while there may be differences, a consolidated standard (even if it is a range) has advantages.
Companies with multiple businesses look at the interdependencies of business upon another when
determining risk tolerance.

¢

O O OO0 o o o

1.4 How CRITICAUNFRASTRUCTUREOMPANIESAREAPPROACHING THEVPORTANCE OFCYBERSECURITY

IN BUSINESS

Examples of how Critical Infrastrudure companies are establishing the importance of cyber security in
business include:

# Identifying and documenting the business objectives, critical business processes and critical IT
processes. This can be done with a cross section of the organizatiorrepresenting the functional areas
as well as the business units of the company. This group is chaired by a senior executive responsible
for the IT organization and includes other senior executives from throughout the organization.

# ldentifying dependence of business on IT systems, categorizing the business dependence low, medium
and high or alternate ranking system. The ad hoc group described above would be responsible for
these tasks.

# ldentifying various damage scenarios by the loss of confidentiality, integrity, availability of information,
operational reliability, or safety. This could be based on experience, published cases/incidents for your
industry, categorizing from low, medium and high. Higher risk requires more protection. Bringing in a
security expert adds significantly to this step and providing a third party (and perhaps more objective)
perspective of the scenarios and consequences.

# Analysing the data and determining what are acceptable risks and the appropriate time period for
action. This formsthe basis of a risk tolerance profile. As risk assessments are completed, the risk
tolerance profile helps determine which risks are addressed and the relative priority for addressing
them.

# Developing a business impact analyses that describes the issues ath consequences of inaction and
benefits of action. If at all possible these actions are quantified in terms of dollars, lost sales, system or
plant downtime, environmental, operational reliability and safety (in the case of production and
control systems). Note that the impact on the collective company (e.g., unintended consequences of
poorly managed devices, safety issues of one site and the public image impact on the company as a
whole) are considered.

# Documenting and approving (by the appropriate level o f management) the remaining risks that
cannot be remedied.

# Defining the business impact that helps to validate where and how companies spend their money.

CRCICS.net
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1.5 RESOURCES

ISO/IEC 27001, Information Security Management

Guidance for Addressing Cyber Security in theChemical Industry Version 3.0.

Chemical Sector Cyber Security StrategyJune 2002

ANSI/ISA899.02.0162009, Security for Industrial Automation and Control Systems.

Report on the Evaluation of Cyber Security Vulnerability Assessment Methodologies and Proceses
Sarbanesd Oxley website at www.sarbanesoxley.com

USA NIST Cyber Security Framework 2014
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2. RISK IDENTIFICATION, CLASSIFICATION, AND ASSESSMENT

This section describes the identification, classification, and

assessment of cyber security risks as covered in NIST Report
on the Evaluation of Cyber Security Vulnerability Assessment
Methodologies and Processes and the Security Reference

Architecture.

This section of the document correlates to the Analysis of
Threats, Vulnerabilities, and Consequencesmanagement
practice, the Information and Cyber Security management
practice, and the Response to Security Threatsnanagement
practice of the American Chemistry Council (ACC) Responsible
Care® Security Code of Management Practices.

47 There is a separate document that describes the
'Ea approach, methods and techniques for Risk
identification, classification and assessment.

2.1 STATEMENT ORMMANAGEMENTPRACTICE

Secure Design of Cyber Threats at
Production Facilities Enterprise & ICS

Awareness

Policy Security by Design: Risk Management

Organizations can better protect their ability to perform their mission by identifying, prioritizing and analyzing
potential security threats, vulnerabilities, and consequences using accepted methodologies.

2.2 APPLICABILITY TE@YBERSECURITY IN THERITICAUNFRASTRUCTURBECTOR

Risk assessment addresses the analysis of threats, vulnerabilities and consequences. The NIST Report on the
Evaluation of Cyber Security Vulnerability Assessment Methodologies and Processes explicitly recommends risk
assessment as a cenponent of a corporate cyber security program. There are various methodologies available

to use for risk assessment.

Risk assessment and analysis identifies how to further enhance security of product sales, distribution and cyber
security in production environments. A value chain risk management (e.g., application service provider (ASP) or
distribution functionality, like transmitting shipping instructions) analysis may require involvement of
additional people in the organization. The importance of confiden tiality, integrity, and availability depends on
the specific business or functional requirements. In production, the highest priority is typically safety.
Regardless of which methodology is selected, the assessment should be coordinated with physical secuity,
wherever possible. The significance
production control systems or information systems that could allow inappropriate access to systems and data.

2.3 GENERALBASELINEPRACTICES

Examplesof general baseline practices that Critical Infrastructure companies use to identify, classify, and assess

risk include:

# Establishing criteria for identifying critical business and production and control systems.

systems that support these processes.
Prioritizing risk assessment activities based on criticality.

& & & &

components.

# &

organization or process changes.

Identifying critical business and productio n and control systems processes and the IT

Scoping boundaries of the system to be assessed, identifying all information assets and critical

Maintaining an up -to-date record to know what to protect.
Positioning a change management system to identify reassessment criteria based on technology,

# Classifying the information assets and components based on confidentiality, integrity, availability,

safety, or environmental impact.
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# Conducting a risk assessment by analysing threats, vulnerabilities, likelihood and consequences
including the potential costs associated with each.

# Conducting risk assessment through all stages of the technology lifecycle like development,
implementation, updates, and retirement.

# Understanding that risk tolerance and acceptability of countermeasures may vary.

2.4 How CRITICAUNFRASTRUCTUREOMPANIESAREAPPROACHINGRISKIDENTIFICATION

CLASSIFICATIONAND ASSESSMENT

Examples of how Critical Infrastructure companies are identifying, classifying, and assessing risk include:

# Il dentification and classification of assets is
Important focus areas include potentially affected individuals and technologies used. The creation of a
checklist helps group the assets into categories.

4 One starting point is to develop a diagram of an application portfolio, a computer system, or a
network. A diagram is a graphical representation of the applications or devices identified in the
information systems or production and process control environments.

# Individual information assets could be classified on the confidentiality, integrity and availability or
safety. An application, system, or network could have different levels of classification.

4 The following is an example of application 0X: 0
o Confidentiality: very high, the business critical data should be maintained at the highest confidential
level.

o Integrity: medium, the data is verified at various stages and changes to it would be detected.

o Availability: low, the system is not required 7 X 24 on line. A delay of up to one or two days would
be acceptable.

# The next example is a step approach to identify risks:

o The previous steps identify a comprehensive list of all the critical assets whose failure could impact
the business. Additionally, there are the confidentiality, integrity, availability, and safety rating for
each of the assets, which helps identify suitable protection measures. Every asset is exposed to
numerous threats.

o The risk tolerance profile established for the organization can be used to assign a risk level to each
asset in scope. See section 6.1 Importance of Cyber Security in Business

o Vulnerability is a flaw or weakness in the design of a system, which could be exploited by a threat.
Discovering such vulnerabilities is the objective of the analysis.

0 Using a comprehensive list of threats, risk tolerance, and vulnerabilities evaluate the likelihood that
businesses orproduction is exposed to each.

# Probability or estimated frequency establishes a confidence level that a threat will be successful, in
view of the current level of controls. Estimated frequency is directly related to the overall vulnerability

an

and threats and could be exnmerdewsusred oiwn 6percentage or

# Consequences or impact of a successful threat attempt are basedon the business or production risk
evaluation.

2.5 RESOURCESISED

The following are resources used in the creation of this section:

# NIST special publication 803 30, Section 3.

Guidance for Addressing Cyber Security in the Chemical Industry Version 3.0

Chemical Sector Cyber Security Strategy June 2002. Section 4.5.3

ISO/IEC 27001:2005, Information Security Management Systems.

ANSI/ISA899.02.0162009, Security for Industrial Automation and Control Systems.

Report on the Evaluation of Cyber Security Vulnerability Assessment Methodologies and Processes
Report on the Evaluation of Cyber Security SelfAssessment Tools and Methods

USA NIST Cyber Security Framework 2014
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3. RISK ANALYSIS REVIEW | PHYSICAL & CYBER PROTECTION & RESILIENCE PLAN

Risk Analysis, Reviewd Physical & Cyber Protection & Resilience

Plan: Based on the risks identification, classification and T \

H H Consciously Awareness of
assessment a cyber protection / resistance plan as well as a cyber Secure Design of Cyber Threats at
resilience plan need to be developed in line with law and e Teommomgy - OperaionsLevel

. . 7. -

- Risk
regu_latlons, gmbrassed an suppotted by top management..Thls /SecD:;.gnby | den.ﬁ;ca.ﬁm
section describes the relevant controls selected as covered in the Cyber Technical Cjessiication

. . .. Agility 8 o -
NIST Report on the Evgluatlon of Cyber Security VuInerabl!lty Adaption Cyber Sument
Assessment Methodologies and Processes and the Security 6. Awareness JESICIS
. . . . . S ity b ISk Analysis,
Reference Architecture It is an evolving practice and it may not be i Review -
i H H H ICS Security Physical & Cyber,
widely in place. This section of the document correlates to the \olicy&Data Pmtgqﬁon&/
. s Protection Resilience
Analysis of Threats, Vulnerabilities, and Consequences Policy Sewmjmﬂgm RiskMa:.agement Plan
management practice and the Information and Cyber Security Sesat] el
management practice of the American Chemistry Counci (ACC) {""‘*‘“’e &w

Responsible Care® Security Code of Management Practices. It
also correlates to the Planning section of the Responsible Care
Management System® (RCMS®).

3.1 STATEMENT OMMANAGEMENTPRACTICE

As each of the security controls is addressed, the result canbe documented, including elements of the security
controls. Documenting results aid in the decision making process, facilitate the communication of the decisions
and provide a basis for training and education, and responses to incidents and threats, as wel as providing a
basis for subsequent selfassessment or auditing of the compliance with these security controls.

3.2 APPLICABILITY TEYBERSECURITY IN THERITICAUNFRASTRUCTURBECTORS

The statement of applicability is a working document and is updated during the lifecycle changes of
applications and infrastructure components. These lifecycle changes include creation, implementation, update,
and retirement phases. It describes how an organization has interpreted and applied ISO/IEC 17799, ISA
99.00.01-2004, and references supporting evidence.

3.3 GENERALIBASELINEPRACTICES

This section identifies the control objectives and the security controls that are relevant and applicable based on
the results and conclusions of the risk assessment and risk management proceses. It also provides the reasons
for their selection or rejection. Control objectives and controls are taken from ISO/IEC 17799, and ISA
TR99.00.012004. The selection of controls can also be related back to policy statements. Security controls are
practices, procedures, or mechanisms that reduce security risk.

The SoA records the decision whether to implement each control fully, partially or not at all. For fully and

partially implemented controls, it describes the method employed. It also provides justif ications for partial or

non-implementation in quantitative terms. This section is the key deliverable of the control selection process.

The SoA is input to the security implementation project that begins on the completion of the risk assessment.

It is a vital component of the Cyber Governance Guide(CGQ and is a key document in the audit process. The
SoA is also used as a base document in the next round of risk assessment.

3.4 How CRITICAUNFRASTRUCTUREOMPANIESAREAPPROACHINGARISKANALYSIS REVIEWO PHYSIGAL &

CYBERPROTECTION® RESILIENCIPLAN

Larger companies may benefit more from the Risk Analysis & Reviewdue to the number of audits and audit

responses. These benefits include efficiency from the use of a standard template, productivity improvements,
reusability, etc. Smaller companies may adapt this approach using a simple template or apply the strategy to
only critical applications. It is an evolving practice for information security and production and control systems.

CRGICS.net
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Examples of how Critical Infrastructure companies are approaching the statement of applicability include:

&
&
&

Having a template and process in place and being used for preparing a Risk Analysis & Review
Justifying quantitatively the decision taken for or against control objectives and controls.

Recording the inclusion or exclusion of any control objectives and controls listed in 1ISO 27002 and
ISA-99.

3.5 RESOURCESISED

The following are resources used in the creation of this section:

&

# & &

ISO/IEC 27001:2005, Information Security Management Systems.

Common Criteria (ISO/IEC 15408)

Guidance for Addressing Cyber Security in the Chemical Industry Version 3.0
USA NIST Cyber Security Framework 2014.
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4. RISk MANAGEMENT T PHYSICAL & CYBER MEASURES & CONTROLS

This section describes practical guidance of the NIST Report
on the Evaluation of Cyber Security Vulnerability Assessment
Methodologies and Processes and the Security Reference
Architecture, about the identification of the security controls.
The reference used to guide the risk management documents
on security controls are the 1SO 27002 and ISA 99 domain
controls. This section of the document correlates to the
Analysis of Threats, Vulnerabilities, and Consequences
management practice, the Response to Security Threats
management practice, and the Information and Cyber Security
management practice of the American Chemistry Council
(ACC) Responsible Care® SecurityCode of Management
Practices. It also correlates to the Planning section and the
Implementation, Operation and Accountability section of the
Responsible Care Management System® (RCMS®).

4.1 STATEMENT OBM ANAGEMENTPRACTICE

Security measures should be developedand implemented commensurate with risks and can take into account
inherently safer approaches to process design, engineering and administrative, manual and procedural,
controls, and prevention and mitigation measures. The importance of risk mitigation is to convert the risk
management plans into actions and see that a program plan is in place to monitor effectiveness.

4.2 APPLICABILITY TEYBERSECURITY IN THERITICAUNFRASTRUCTURBECTORS

Companies take action after they identify and assess potential securty risks. Actions can include putting
additional or different security measures into place to provide greater protections for production and control
systems, and information systems.

The information gathered during the cyber security risk assessment asdescribed in the previous section (Risk
Identification, Classification and Assessment) provides information for identifying the cyber security controls to
mitigate unacceptable cyber security risks. The importance of a risk assessment is to identify the waknesses
for critical systems, the related cyber security risks, and the mitigation approach to reduce these risks.

In the case of production and control systems, ISA99.00.022004 provides detailed guidance on the design of
a risk mitigation strategy (Section 10), but gives less detail on the actual implementation (Section 11). Further
information on actual implementation is addressed in the Security Reference Architecture

4.3 GENERALBASELINEPRACTICES

Examples of general baseline practices that Critical Infastructure companies use for risk management and
implementation include:

# Defining and validating security policies. Detailed security policy statements define the operational
level commitment to mitigate each of the security risks during the risk assessment.

# Developing procedures. These provide details like actions to take for preventing, detecting and
responding to threats.

# Developing standards and services. Organizations may decide to adopt some international standards
in the area of cyber security (e.g, SIMIME for secure e mail).

# ldentifying security tools and products. It may be necessary to select products to implement clauses of
security policy, like firewalls.

# Understanding risk tolerance profile. Depending on the severity of the impact and consequences, the
risk tolerance could be different.
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